City of Merced
ADMINISTRATIVE POLICY AND PROCEDURE

SUBIJECT: Artificial intelligence Policy
Effective Date: [Date]

Policy Statement: The implementation and utilization of Artificial Intelligence (Al) offers
unprecedented opportunities to enhance city operations, improve decision-making, and better
serve the citizens of Merced. As we harness the capabilities of Al, it is crucial to ensure its
responsible use to maintain public trust and safeguard individual rights. The primary objective of

this policy is to ensure responsible and ethical use of Al, while safeguarding sensitive and personal
information.

Benefits and Risks of Al:
1. Benefits of Al:
e Acceleration of data analysis leading to efficient decision-making.
e Enhanced prediction and forecasting capabilities.
e Personalization of services for the city's residents.
e Streamlined and improved operations across various city departments.

2. Risks of Al:
e Potential for inaccurate or biased decision-making.
e Vulnerabilities to data breaches or misuse.
¢ Dependence on Al, leading to reduced human oversight.
e Ethical concerns related to privacy and bias.

Scope:
1. Employees: This policy applies to all employees of the City of Merced, regardless of
their role, department, or seniority level.

2. Systems: This policy primarily addresses Al systems that city staff directly interact
with. However, it is recognized that Al components may be embedded within other
software solutions, sometimes not readily apparent. While this policy does not
encompass every instance of Al use, city staff should exercise diligence in identifying
and adhering to this policy, even in cases where Al is concealed within broader
software applications or systems. It is essential to maintain awareness and vigilance
regarding Al usage throughout the organization.

Restriction for Al Use:




1. Protection of Personally Identifiable Information (Pll) Data: Employees are strictly
prohibited from uploading, sharing, or processing any Personally Identifiable Information
(P11) through Al systems.

2. Health Insurance Portability and Accountability Act (HIPAA) Data: Employees are strictly
prohibited from uploading, sharing, or processing any Health Insurance Portability and
Accountability Act (HIPAA) Data through Al systems.

3. Payment Card Industry (PCl) Data: Employees are strictly prohibited from uploading,
sharing, or processing any Payment card industry (PCl) Data through Al systems.

4. Criminal Justice Information Services CJIS Data: Employees are strictly prohibited from
uploading, sharing, or processing any Criminal Justice Information Services data through
Al systems.

5. Geographical Restrictions: Al systems hosted or housed outside the United States shall
not be used by city staff or for city operations.

Data Handling: All Al systems and tools shall be configured and used in a manner that ensures
the security and confidentiality of data, particularly when handling sensitive or private
information.

Bias in Al: Special attention should be given to the identification and mitigation of implicit or
explicit biases in Al systems. Regular reviews and audits by departments of Al produces records
are mandatory to ensure fairness.

Transparency: Should Al be utilized in any capacity; it is mandatory to document its usage for
public transparency. Any staff report to a city board or commission regarding a project assisted
by Al should explicitly state Al's involvement.

Accountability and Decision Review: City staff utilizing Al shall maintain ultimate responsibility
for decisions made with the assistance of Al. Al systems are tools to aid, not replace, human
decision-makers. Accountability for the outcomes of Al-generated recommendations or actions
lies with City staff.

Exception to the Policy: In unique cases where there's a business need to deviate from this policy,
written approval must be obtained from the City Manager, with a cc to the Director of

Information Technology.

Disciplinary Actions: Failure to comply with the provisions of this policy may result in disciplinary
actions, up to and including termination of employment.

Review and Updates to Policy:




Review and Updates to Policy:
1. Policy Review: This Al Policy will be subject to periodic reviews to account for changes in

technology, regulations, and best practices. The policy will be reviewed and updated as
necessary.

2. Future Considerations, Feedback and Suggestions: The City acknowledges the ever-
evolving nature of Artificial Intelligence (Al) and the rapid advancements in Al
technologies. As we embrace the transformative potential of Al, we commit to vigilantly
monitoring developments in the Al landscape and adapting this policy as necessary to
reflect emerging technologies, changing regulations, and evolving best practices.
Employees are encouraged to provide feedback, suggestions, or concerns regarding Al
systems and their use. Feedback can be submitted to the Director of Information
Technology for consideration during policy updates.

By implementing this policy, the City of Merced aims to responsibly integrate Al into its
operations while upholding the highest standards of ethics, transparency, and public trust.

[Signature]
City Manager
[Date]
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